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Abstract: In response to the HTTP malicious traffic detection problem, a preprocessing method based on cutting mecha-
nism and statistical association was proposed to perform statistical information correlation as well as normalization pro-
cessing of traffic. Then, a hybrid neural network was proposed based on the combination of raw data and empirical fea-
ture engineering. It combined convolutional neural network (CNN) and multilayer perceptron (MLP) to process text and
statistical information. The effect of the model was significantly improved compared with traditional machine learning
algorithms (e.g., SVM). The F value reached 99.38% and had a lower time complexity. At the same time, a data set con-
sisting of more than 450 000 malicious traffic and more than 20 million non-malicious traffic was created. In addition,
prototype system based on model was designed with detection precision of 98.1%~99.99% and recall rate of 97.2%~
99.5%. The application is excellent in real network environment.
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